
COMMUNITY 
MEETING
April 16, 2024



WELCOME

AVIATION ISAC UPDATES

THREAT BRIEFING

FEATURED PRESENTATION
Data-Driven Third Party Risk Management: The Road to AI

          -Matthew Ancelin, Principal Solutions Architect, SecurityScorecard

QUESTIONS

AGENDA



MEETING REMINDERS
Please remove last year’s community meeting
invitation from your calendar 
New Meeting invite for next month’s call will go out at
the conclusion of this call
Meetings are recorded for those unable to attend 
Recordings are added to the website within 24 hours of
meeting conclusion
Link to Recordings: a-isac.com/community-meetings
Access Password: CMeetings2023!!
Unless otherwise indicated, all information shared in
the monthly meetings is considered TLP: GREEN

https://www.a-isac.com/community-meetings


Summit

AVIATION ISAC
UPDATES

Q2 AvTech

Registration is live! 
September 17-19, 2024
New Orleans, Louisiana
Register early and lock in your room as the room
block is limited 
Email events@a-isac.com with any questions 

Registration is now open!
Members will be emailed the information 
July 17-19, 2024
Seeheim, Germany
Thank you to Lufthansa for hosting! 



AVIATION CYBER 
THREAT BRIEF



RANSOMWARE

Cloak ransomware
Agenda ransomware
RubyCarp (RO)

THREAT ACTORS AREAS OF CONCERN CYBER VULNERABILITIES

JiaTan (CH?)
UNC5221 (CH/APT)
TA569 (SocGholish) (RU)

NVD backlog
China 3PLA officers
found living in Canada

XZ Utils
      (CVE-2024-3094, CVSS 10.0)

Ivanti Connect Secure
     (CVE-2024-21894, CVSS 10.0)
     (CVE-2024-21893, CVSS 8.2)
     (CVE-2024-21894, CVSS 9.8)

Windows Rust
     (CVE-2024-24576, CVSS 10.0)

CYBER THREAT LANDSCAPE

TLP: WHITE    
 A-ISAC Proprietary. © 2024



GUEST PRESENTATION:

Data-Driven Third Party Risk
Management: The Road to AI

Matthew Ancelin, Principal Solutions Architect, SecurityScorecard
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